Notice of Privacy Practices

Effective Date: July 1, 2022

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.

SUMMARY

Each time you visit a hospital, physician or other health
care provider, a record of your visit is made. This record
typically contains information regarding your symptoms,
diagnosis, examination and test results, current and future
treatment, as well as billing-related information. This notice
applies to all records regarding your care generated by Rush
University Medical Center or Rush Oak Park Hospital, Inc.
(collectively referred to herein as “Rush”), whether made or
received by our organization’s personnel or given to others
outside the organization for business purposes. If your
personal physician is not an employee of Rush or does not
perform services on behalf of Rush, then he or she may have
different policies or notices regarding the physician’s use and
disclosure of medical information created in the physician’s
office or clinic.

Rush policy also prohibits discrimination on the basis of race,
color, national origin, sex, age, or disability. See page 4 for
more information about our policies and the availability of
language assistance services.

WHO WILL FOLLOW THIS NOTICE?

Rush provides health care to our patients in conjunction

with physicians and other professionals and organizations.

The information privacy practices in this notice will be

followed by:

- Any employee, trainee, volunteer or employed health care
professional who treats you.

« All departments and units of our organizations.

- Physicians who are members of our medical staffs and their
employees or workforce members.

» Any business associate of Rush with whom we share health
information

« The Rush Group Health Plan.

This notice does not imply any joint venture or any other
special association or legal relationship between Rush and its
medical staffs. This notice is an administrative tool required
by federal law to allow Rush and its medical staffs to tell you
about common privacy practices.

OUR LEGAL DUTY

We are required by applicable federal and state law to
maintain the privacy of your medical information. We are also
required to give you this notice about our privacy practices,
our legal duties and your rights concerning your medical
information. We must follow the privacy practices that

are described in this notice while it is in effect. This notice
initially took effect April 14, 2003 and has since been updated;
including this update effective on July 1, 2022. The notice will
remain in effect until we replace it.

We reserve the right to change our privacy practices and the
terms of this notice at any time, provided such changes are
permitted by applicable law. We reserve the right to make the
changes in our privacy practices and the new terms of our
notice effective for all medical information that we maintain,
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including medical information we created or received before
we made the changes. Before we make a significant change in
our privacy practices, we will change this notice and make the
new notice available upon request.

We will post a copy of this notice in our facilities and on our
website. You may also request a copy of our notice at any
time. For more information about our privacy practices or for
additional copies of this notice, please contact us using the
information listed at the end of this notice.

USES AND DISCLOSURES OF MEDICAL INFORMATION
The following categories describe examples of the way we use
and disclose medical information.

For Treatment: We may use your medical information

to provide you treatment or health-related services. For
example, different departments may share your medical
information to coordinate the different items or services you
may need, such as prescriptions, lab work, meals and X-rays
or other diagnostic tests.

For Payment: We may use and disclose your medical
information to obtain payment for services we provide you,
including but not limited to disclosing your information to

a billing company in connection with collections and billing
activities. For example, we may need to give your insurance
company information about your surgery so they will pay us
or reimburse you for the treatment. We also may disclose your
medical information to your insurer or another health care
provider for their payment activities.

For Health Care Operations: We will use your health

information for regular health care operations. For

example: Members of our medical staffs, the risk or

quality improvement manager, or members of the quality

improvement team may use information in your medical

record to assess the care and outcomes in your case and

others like it. This information will then be used in an effort

to continually improve the quality and effectiveness of the

health care and services we provide. The use and disclosure of

your medical information in connection with our health care

operations will include but not be limited to the following:

« Quality assessment and improvement activities

- Related functions that do not include treatment

- Competence or qualification reviews of health care
professionals

« Practitioner and provider performance evaluations

« Training programs or accreditation, certification, licensing
or credentialing activities.

We may also disclose your medical information to

another covered entity (for example, a physician’s office

or your insurer) for their health care operations in limited
circumstances, if each group or business either has or had a
relationship with you.
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Directory: Unless you say otherwise, we may use the
following medical information in the patient information
directory used by Rush’s information desk staff: your name,
your location in our facility, your condition, described

in general terms that do not communicate your specific
medical information, and your religious affiliation. We will
disclose this information to members of the clergy or, except
for religious affiliation, to other persons. We will provide
you with an opportunity to restrict or prohibit some or all
disclosures to this directory unless emergency circumstances
prevent your opportunity to object.

Individuals Involved in Your Care or Payment for

Your Care:

We may use or disclose medical information to notify or
assist in the notification of (including identifying or locating)
a family member, your personal representative or another
person responsible for your care, your location, your general
condition or for making arrangements in case of your death.
If you are present, then prior to use or disclosure of your
medical information we will obtain your agreement or
provide you with an opportunity to object to the disclosure;
or, based on the exercise of professional judgment, proceed

under the assumption that you do not object to the disclosure.

If you are unable to consent or object to disclosure, or in
emergency circumstances, we will disclose protected health
information using our professional judgment, disclosing only
protected health information that is directly relevant to the
person’s involvement in your health care. We will also use
our professional judgment and our experience with common
practice when allowing a person to pick up your filled
prescriptions, medical supplies, X-rays or other similar forms
of medical information.

We may disclose your medical information to a family
member, friend or other person to the extent necessary to
help with your health care or with payment for your health
care, but only if you agree that we may do so. In addition, we
may use or disclose your medical information to a public or
private entity (e.g., the Red Cross) authorized by law or by its
charter to assist in disaster relief efforts.

Research: We may use or share your information for health
research. Also, we may contact you about research projects
for which you may qualify for participation.

Future Communications: We may use your medical
information to contact you with information about health-
related benefits and services or about treatment alternatives
that may be of interest to you. We may provide you
information by a general newsletter or in person or by way
of products or services of nominal value. We may disclose
your medical information to a business associate to assist
us in these activities. We may contact you by email or text
messaging for appointment reminders, patient surveys, or
other general communications if you provide us with your
email address and/or mobile phone number. You expressly
permit this type of contact unless you notify us that you do
not want to receive text messages or email.

Fundraising: We may use your medical information to
contact you for our fundraising purposes. We will limit our
use and disclosure to (i) demographic information relating

to an individual, including name, address, other contact
information, age, gender, and date of birth; (ii) dates of health
care provided to an individual; (iii) department of service
information; (iv) treating physician; (v) outcome information;
and (vi) health insurance status. We may disclose this
information to a business associate to assist us in our fund-
raising activities. We will provide you, in any fundraising
materials, a description of how you may opt out of receiving
future fund-raising communications.

Organized Health Care Arrangements: We participate

in certain organized health care arrangements with other
health care providers, including independent physicians on
our medical staffs and other members of Rush Health, our
physician-hospital organization. As a participant in these
organized health care arrangements, we share information
with other participants for certain joint activities, including
utilization review, quality assessment and assurance and
payment.

Group Health Plan/Plan Sponsors: We may permit a health
insurance issuer or HMO that services us to disclose summary
health information to a Plan Sponsor to obtain premium bids
or modify, amend or terminate the Group Health Plan as well
as to perform plan administration functions.

As required by law, we may also use and disclose health

information for the following professionals or organizations,

including but not limited to:

- Coroners, medical examiners, funeral directors

« Organ procurement and tissue donation organizations

- Worker’s compensation agents

« Health oversight agencies or government programs or their
contractors

« Public health or legal authorities charged with preventing or
controlling disease, injury or disability

« U.S. Department of Health and Human Services

« Food and Drug Administration

Law Enforcement/Legal Proceedings: We may disclose
your medical information in response to a court or
administrative order, subpoena, discovery request or other
lawful process under certain circumstances.

Under limited circumstances, such as a court order, warrant
or grand jury subpoena, we may disclose your medical
information to law enforcement officials. We may also
disclose limited information to a law enforcement official
concerning the medical information of a suspect, fugitive,
material witness, crime victim or missing person. We may
disclose the medical information of an inmate or other person
in lawful custody to a law enforcement official or correctional
institution under certain circumstances.

We may disclose your medical information to appropriate
authorities if we reasonably believe that you are a possible
victim of abuse, neglect or domestic violence or the
possible victim of other crimes. We may disclose your
medical information to the extent necessary to protect your
health or safety or the health or safety of others. We may
disclose medical information when necessary to assist law
enforcement officials in capturing an individual who has
admitted to participation in a crime or has escaped from
lawful custody.

In addition, we may disclose to military authorities the
medical information of armed forces personnel under
certain circumstances. We may disclose to authorized federal
officials medical information required for lawful intelligence,
counterintelligence and other national security activities.

Compliance with Other Applicable Laws to Protect Your
Medical Information:

We will not use or disclose your medical information if that
disclosure is prohibited or significantly limited by other
applicable law, including but not limited to: the Illinois
Nursing Home Care Act; the Illinois Medical Practice Act;
the Illinois Mental Health and Developmental Disabilities
Code; the Illinois AIDS Confidentiality Act; the Illinois
Genetic Information Privacy Act; the Illinois Mental Health
and Developmental Disabilities Confidentiality Act; and
the federal Drug Abuse, Prevention, Treatment Act and

the federal Comprehensive Alcohol Abuse and Alcoholism
Prevention, Treatment, and Rehabilitation Act of 1970.



YOUR HEALTH INFORMATION RIGHTS

Inspect and Copy: You have the right to inspect and copy
medical information that may be used to make decisions
about your care, with limited exceptions. You may request
that we provide copies in a format other than photocopies
(for example, an electronic file). We will use the format

you request unless we cannot practicably do so. You must
make a request in writing to obtain access to your medical
information. You may obtain a form to request access by
using the contact information listed at the end of this notice.
You may also request access by sending us a letter to the
address at the end of this notice. If you request copies we will
charge a fee to cover the staff time needed to locate and copy
your medical information and postage if you want the copies
mailed to you.

Your right to access your medical information includes when
we serve as a laboratory at the request of your physician.

If you request an alternative format, to cover our expenses
we will charge a fee for providing your medical information
in that format. If you prefer, we will prepare a summary or an
explanation of your medical information for a fee. Contact us
using the information listed at the end of this notice for a full
explanation of our fee structure.

An Accounting of Disclosures: You have the right to receive
a list of instances in which we or our business associates
disclosed your medical information for purposes other than
treatment, payment, health care operations and certain
other activities or those disclosures that you have authorized
since April 14, 2003, and up to 6 years prior to the request.
We will provide you with the date on which we made the
disclosure, the name of the person or group or business

(e.g., a physician’s office or a health care clearinghouse) to
which we disclosed your medical information, a description
of the medical information we disclosed, the reason for the
disclosure and certain other information. If you request this
list more than once in a 12-month period, we may charge

you a reasonable fee covering our costs for responding to
these additional requests. Contact us using the information
listed at the end of this notice for a full explanation of our fee
structure.

Request Restrictions: You have the right to request a
restriction or limitation on the medical information we use
or disclose about you for treatment, payment or health care
operations. You also have the right to request a limit on the
medical information we disclose about you to someone who
is involved in your care or the payment of your care, like a
family member or friend. For example, you could ask that
we not use or disclose information about a surgery you had.
We are not required to agree to all requests except as indicated
below. If we do agree, we will comply with your request
(except in an emergency). Any agreement we may make

to a request for additional restrictions must be in writing
signed by a person authorized to make such an agreement
on our behalf. We will not be bound unless our agreement is
formally put in writing and signed. All restriction requests
must be forwarded to the Privacy Office for grant/denial
determination.

We will grant a request for restriction of disclosure of your
protected health information to your health plan if three
conditions are met: (1) the reason we would disclose to the
insurer is for payment or health care operations, (2) the
disclosure is not required by law, and (3) you or another
person has paid us in full for the health care item or service.

Request Confidential Communications: You have the right
to request that we communicate with you about your medical
information by alternative means or to alternative locations.
For example, you may ask that we contact you at work or by
U.S. mail.

We must accommodate your request if it is reasonable,
specifies the alternative means or location and provides
satisfactory explanation of how payments will be handled
under the alternative means or location you request.

Request Changes to Medical Information: You have the
right to request that we amend or make changes to your
medical information. Your request must be in writing, and

it must explain why the information should be changed. We
may deny your request if we did not create the information
you want changed or for certain other reasons. If we deny
your request, we will provide you with a written explanation.
You may respond with a statement of disagreement to be
added to the information you wanted changed. If we accept
your request to change the information, we will make
reasonable efforts to inform others, including people you
name, of the change and to include the changes in any future
disclosures of that information.

A Paper Copy of This Notice: If you receive this notice on our
Web site or by e-mail, you are entitled to receive a paper copy
of this notice. Please contact us using the information listed
at the end of this notice to obtain a paper copy of this notice.

Notice of a Breach of Medical Information: If we discover
that there has been a breach of your unsecured medical
information, we will notify you about that breach using the
most recent address that we have on file.

HEALTH INFORMATION EXCHANGES

We participate in various initiatives to facilitate electronic
sharing of patient information, including but not limited

to Health Information Exchanges (HIEs). HIEs involve
coordinated information sharing among HIE members for
purposes of treatment, payment, and health care operations.
You may opt out of electronic sharing of information through
our HIE activities by contacting the Privacy Office at the
contact information below.

Please note that if you choose to opt out after your
information has been shared through an HIE information
that was previously shared will likely still be available

if previously accessed by another provider although no

new information will be shared. Making your information
available through an HIE is not a condition of receiving care

As a result of the Interoperability and Patient Access Rule,
your admission information will also be shared with your
primary care providers (PCP) whenever you are admitted as
an inpatient. You may also request to opt-out of this sharing
of information by contacting the Privacy Office contact below.

OTHER USES OF MEDICAL INFORMATION

Other uses and disclosures of medical information not
covered by this notice or the laws that apply will be made
only after obtaining your written authorization as required by
law. Except as permitted by law, we will not sell your medical
information or use or disclose your medical information for
marketing without your prior written authorization. If you
give us authorization, you may revoke it in writing at any
time. Your revocation will not affect any use or disclosures
permitted by your authorization while it was in effect.

Unless you give us a written authorization, we cannot use

or disclose your medical information for any reason except
those described in this notice. Uses and disclosures of
information involving psychotherapy notes will require your
authorization. In addition, we will request your authorization
for certain marketing activities, including any activities that
involve the sale of Protected Health Information.



QUESTIONS AND COMPLAINTS

If you are concerned that your privacy rights may have been
violated, or you disagree with a decision we made about your
records, you may contact our Privacy Office at 707 South
Wood Street, Suite 317, Chicago, IL 60612 or 1-312-942-5303 or
e-mail HIPAAQuestions@rush.edu or call our 24-hour privacy
hotline at 1-877-RUSH-009. You also may submit a written
complaint to the U.S. Department of Health and Human
Services Office for Civil Rights. Our Privacy Office will provide
you the address upon request. We support your right to
protect the privacy of your medical information. We will not
retaliate in any way if you choose to file a complaint with us
or with the U.S. Department of Health and Human Services.

NONDISCRIMINATION POLICY AT RUSH
Discrimination is Against the Law

The information below is a requirement of Section 1557
of the Affordable Care Act. It is provided to help people
who may need assistance with the English language or
translation to a different language.

Rush University Medical Center and Rush Oak Park Hospital,
Inc. (collectively, “Rush”) comply with applicable federal civil
rights laws and do not discriminate on the basis of race, color,
national origin, age, disability or sex. Rush does not exclude
people or treat them differently because of race, color,
national origin, age, disability or sex.

Rush provides the following services to help meet this
requirement:

« Free aids and services to people with disabilities to
communicate effectively with us, such as the following;:
— Qualified sign language interpreters
— Written information in other formats (large print, audio,
accessible electronic formats and other formats)

» Free language services to people whose primary language is
not English, such as the following:
— Qualified interpreters
— Information written in other languages

If you need these services, contact Rush’s interpreter
services (see information below).

If you believe that Rush has failed to provide these
services or discriminated in another way on the basis of
race, color, national origin, age, disability or sex, you can file
a grievance with our civil rights coordinator, 600 S. Paulina
Street, #403, Chicago, IL 60612, 1-312-942-5239 or call TTY
relay service — 1-312-942-2207 (fax: 1-312-942-2220). You may
also send an email to civil_rights_coordinator@rush.edu.

You can file a grievance in person or by mail, fax or email.

If you need help filing a grievance, our civil rights coordinator
is available to help you.

You can also file a civil rights complaint with the U.S.
Department of Health and Human Services, Office for Civil
Rights, electronically through the Office for Civil Rights
Complaint Portal, available at ocrportal.hhs.gov/ocr or by
mail or phone at U.S. Department of Health and Human
Services, 200 Independence Ave., SW, Room 509F, HHH
Building Washington, D.C. 20201, 1-800-368-1019, (TTY:
1-800-537-7697).

Complaint forms are available at
http://www.hhs.gov/ocr/office/file/index.html

Interpreter Services

Language assistance services are available free of charge.
Call 1-312-563-2987 (TTY: 1-312-563-2987).

Espafiol (Spanish)
ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de
asistencia linguistica. Llame al 1-312-563-2987 (TTY: 1-312-563-2987).

Polski (Polish)
UWAGA: jezeli méwisz po polsku, mozesz skorzysta¢ z bezptatnej pomocy
jezykowej. Zadzwon pod numer 1-312-563-2987 (TTY: 1-312-563-2987).

88X (Chinese)
EE  MBEGERAREGN, SULGEESESEIRE.
SEEUE 1-312-563-2987 (TTY: 1-312-563-2987),

.8t=0f (Korean)
FOI BI=20{E AESIAlE 2, A0 XY MEIAE 222 0I20tA! &= QU

LICH 1-812-563-2987 (TTY: 1-312-563-2987)1 22 Matoll F&AI2.

i

Tagalog

PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga
serbisyo ng tulong sa wika nang walang bayad. Tumawag sa
1-312-563-2987 (TTY: 1-312-563-2987).

4u2) (Arabic)

Ulae el dali G salll sacliadd) ciladd Gl cg yall Aalll Gaaai € 13 ridaadle
.1-312-563-2987 A8l Juail
(TTY: 1-312-563-2987)

Pycckuit (Russian)

BHUMAHWE: Ecnu Bbl roBOpuTe Ha PycCKOM A3blke, TO BaM AOCTYMHbI
6ecnnaTHble ycnyrv nepesoga. 3BoHuTe no TenedoHy 1-312-563-2987
(Tenetann: 1-312-563-2987).

%2l (Gujarati)
Yotl: B L YAl cletcll &, Al [(:es el Usla Al dAHIRL M2
Guctodt B. $lot 5 1-312-563-2987 (TTY: 1-312-563-2987).

s (Urdu)

08 S G s (e e lland (€230 (S 05 S il e s sl of 81l
(TTY: 1-312-563-2987) 1-312-563-2987

Tiéng Viét (Vietnamese)
CHU Y: Néu ban néi Tiéng Viét, c6 cac dich vu hd trg ngdén ngtr mi&n phi danh
cho ban. Goi s6 1-312-563-2987 (TTY: 1-312-563-2987).

Italiano (Italian)

ATTENZIONE: In caso la lingua parlata sia I'italiano, sono disponibili servizi di
assistenza linguistica gratuiti. Chiamare il numero 1-312-563-2987

(TTY: 1-312-563-2987).

& (Hindi)
1 &: afg 3y &) dierd € it 3mash forg s & oror wgraen §ang suasr &1 1-312-563-2987
(TTY: 1-312-563-2987) Raid &< |

Francais (French)
ATTENTION: Si vous parlez francais, des services d'aide linguistique vous sont
proposés gratuitement. Appelez le 1-312-563-2987 (ATS: 1-312-563-2987).

AAnvikd (Greek)

MPOZOXH: Av pIAdTe eAAnVIKA, 0Tn 8IGBE0T) oag BpiokovTal UTINPETIEG
YAWOOIKAG UTTOOTAPIENG, OI OTTOIEG TTAPEXOVTAI SWPEAGV.

KaAéoTte 1-312-563-2987 (TTY: 1-312-563-2987).

Deutsch (German)

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfligung. Rufnummer: 1-312-563-2987

(TTY: 1-312-563-2987).

& RUSH

If you have any questions about this notice, please contact our
Privacy Office at 707 South Wood Street, Suite 317, Chicago, IL 60612
or 1-312-942-5303 or e-mail HIPAAQuestions@rush.edu.



